
ir.r

10!l1nlol.t'lu (Tems of Reference: TOR)

lfl : ln Itn ld1fl lltct0llll Itll.il t: tllllllUnnlt

qrJn:oirnioi rornnlulatar: alrnmrlrirur6ormnlulai: rrr rnnnr;uni

l. f]'t'tLJtllulJlmdn n15lla gtl,iEt-ld

: - e u,a " " a ; y!ufi!! r!n rfliuuiru! liioiirislrioiri:ri |ln rlfurra lu lddnu ldntlo rn'linE r lu
, ! o , , ;e . a

nllun lllttrUtn lunlllorlrlUdO tullJllu]Jcl ll lmo0.!nlt lLqo!0ln lt 610 d Itllllll [:-llllJllo11.!.l

iu[r]u lun rrt:!ulou rrn r r 11)N(d: rlJ u t! tnnfl - - !^
0l u!!ulllluflo1nlfltuutfltlttgulJ

- .J
6rfinn:orind nionr:rEru!drurniorirrnorfirrqoi nr:6uuirirl.-:rrnorr-rtoojfudrfrta

er ru runvr: r"hior,ru n'r,trldrnr Sorirj 'itfi'nr"- nrurr:ttdrytg'Ffitfint'n.n.:s:l ld1d
- - - . r. ; . a - "-iFnttHUt0t0lnllt "dtld t" lt1,ll|u0: dll!lltllllultlloulvnlv Inli tod t rlJflt3tlalliui!9lu

i. ;et at.i idrilotn!rullfldirtdStnlnYlrtu !ufil,tulunJt!)l l0tloln1,dr!lllultllou]lllluulllJilmt n3Ml

odrrl:fi1d'firrruo'ui6lfinl-'rornlrorrrufi'ldirnlr!duntotnrtrlut:1!:itgiy-66tfni'n.rr. zs:l

:cno]jdra

l..t'11?:tslnt:!

2.nr!r10nrt!

:.rrlfia n::r
a.rrununEn:.^r

5.ldni'ffridq

6.nrnoloi
tr-€ 4

7.d.l1J U 1l rl tdu.i

:..tuttr:t6orttuinru

s..ruoltllnht[,rrnr::otn6 ttrunirorgrcotj riorrllnf,orJllor{

ait.ta::ii
. J . I . ; i ' i.,,it- I - 'A 

qt
lllillnt!ilotulllln0l n0 nldllnflldlllS0.ll0Ulnll'trlllUlAnUlflt0lnO llcl0:111011'l

i - ?" a i.thr* J ' c lJ{ 'rniflrn0l]11]|n0trlltu 14t0rn0ll.ttn:!fld0ullfiul00tllq l1lullJlln:tlurlulmtttn)-

no!filoor{u6'nu clo tdu nrrrd nrrrlnrond nrurtrfin I :ttnrr windows I tttnt! Adobc

!-
PhoroshoD t1x ri'r tnrino!fr?lnoi ttlnr1til.r1 dra olirriu Play Station amtstrl1iiliu'adrid ;
fl.n.25.]7 I :r!flrufla!fi-:rooiqn6'nbitilrrru't::orn::l Jr':mmru'l rilfu l1l:tLn:lnolfirtooi

nn u lllltu0ldYrf ll6rs ln)-un, r!f]!n:0 rnllnnl'ltJru



2

z. ierq :varii

rffrrorn'rfivrt'I:J:un:rnorfilnof rrorlqrerl#{14lJrrrn:lnorfiT rooiarrlr:o1d

}l:un:rnorfilnofl6'lurounrndnudr rnd! d,rrflrtorfitflrr'rcrirl.rllq1o!uiqnr:ldfim!'1i

lud'tgtyroqqrnl#l4irr'[J:un:r nolfiTrooj (software License ,egree-"ng 4]rorooijluplurl

ronnr:riorJ:rnno{luoirlJ:rrn:ri *'rfrlftrrlo'rciuunaaor:-r leccepr) {orirrlo unvrislhnr:

ldn-rnrit:rFurioui'tovorlr:nl*l:un:rrrirn,ir:lduro:rrnnr:1{hlrun:ulriqndo,n'r,rioul,r

n It tlldfi trnfl Lllun llh1l1J9t61dlttrofl tn lla :n1dntr

3. 10!lt1n10.t't'lll

(ralo:rnrovd'orr-rfi oror1rrnr:rirru-uruenrriueroud'.rd

r1 rJirrJlrqrlnioirloriu'hiarrnrnyrllr6rf, nm:ou'nd illFE Email careway sl20)

z) rJir ju:rrr 
fr 1"6nrrqJnroiio'rfi'u:vrrrn?orj.ru 0sc- 1 000)

:1 rJ:-ril:rurJq-ri6nrrq:Jnroi:loriiu::rrrniodru (ssc-550)

+1 ri r; r inu rqrJ n roirfr rxrlnr:Erirs u nio rjru (L3000)

s) ryolldLr':fhln:qo ridrvirlaorufinsr t fl

.t. qaau'er'ror{rauo:rnr

t r {rauo: rn relorrfl u{fi 0t-rurtufinqi :rnro: tn rdodruiinr:ntr6tHnm:ou'n,i

:; {rcuorrnrdorlrjrflr{dqn'-rrldolflufgirrodufln*rluluon',or',nnr:uas'lduftriuuds
ldr r5olrirflr{ffldirnato.rnrrdr}?u-6lononiolnnadurflu{fi!rruc'tr:vLisrto.r

lt't.i t'laftlt

:) ftauo:rnrd'o'r'hhflr{'firnrli;luriirrriui'r{,auorrnr:',uutu uu"lniodor\rltflufli

fla :glu iir!i'!:c'jrr{raro:rnrfirr{birinr:flarnnari6tf; n :ofiRdru iud:inrfl
, i" --u5gn Jnl tqlqo6 l0l!nlttlll0ldnlll0unn rt0 llJui!4nltlllflt0llluun ltljcll I llfl l:

rrri.ril:rnrodrlrfllt::r 1lrnr: :vnrododru:crro'16nn:ou'ndnd.rd

+y {raro:rnrdo.rhirflu{ld':-rronfini'n:'onrrrdr6'l r'roro:.Jfrrat'lrjuorduarn'lndtilrtsi

inurato.r{rarlorrnr\d'fi rird!l#aasirr-lrornrrr{rfiurriu'irriu

s) {taro:rnrdor runr:n'n16on{ff qorarri6uiordrlu nrrqiolo!!nrir0r6'ilr

or {Lirlo'-rnrdorrfluin'1nnonrunnruodtnr:rfitulu::ualnotflutrrrrhirisunj':fl
rir o'rirdlryo r drrl: s no r 1: fir tfiar 6'r nrrr rv t ta:lu:'o 1#rrir ua clrio 1#nird'o rra 

"lr?o



l
nr::-r{rl"nturr-riorliruoi.r:;ll.:runoIfirrno{ rroclrionrrtinrrridr6'tl:su!

no!firrnoiloosr:,r

s. r1or6'nuuvnrrv

:rnqotrrtoner:ttuutrttiig!tond'i:r0nc16unqordnuorvln:rnr:rir6td l"qo rr'rilrac

:t!! 0-i6nT 1^ qi n: si!niorjrutr n lu l aier:cu rn rrnrim ard'utm n]11 lai:ra!in d.l1 rsufl:

6. :V0r!'r6'rnrr1ilri1r.r1u

nqt6nrou ri.a. z55l r]n:1n!2554

7. rs0sr?ar11lnltai.illou
eA
4tdu0uu"n0l1l5rn )qt ta In0ld [] rt0dtltolltdt nqn llilJll lB lallu lnnlu l1l 6{Jlu!lrnln

-;rr. l.{<";.q -,u tni!nt:fl t.n0 t0'tullYltattut-uln!mtttJlnt110td!

8. 'rlrilrlunrsinxr

rr :vrrulunr:iitrfiulnrtnt:i 6ruru..t,oto.0o0urv(drufrruxfixfiuurrdru)



rruarsrouorflr rnrrfnQrJfllt6aoflu l'|t6stsuulll!nn ItQUnrflrnr0l rurnqtutauirrtallt1|fl

ult't1ltu'loti

Io:rnr:ri16tini'rovlue{ua::;lrrJfrffinrrqrJnroirniorirstrolulaEar:avtns

rtfiringr6't

:roo;16sn rcno!d'ru

t. rJir-uJ;'rqrJnrnirlorfiu'h:-arrnoqr!rao-t6n:or-nd(MFEEmailcatewaysl20)

z. irili;u:-rrJn'ricr'nrrqrln:nido.rriu:cr,nrn;orjr0 0sc-1000)

:. r.lir !l r: ur1frrior'n r r q n:oiiorn'u'-wurnSodra (ssc-sso)

+. rir1.::hrrqrJn:oirfrr!relnr:qi:r!!rniodrs G3000)

s. ryovldurfhln:ry0r,{ridrniraoruf nur t fl

< d " , i ,j
fl[rdn!u310 {[nniti:.lll1r: rudstounq ino tll1.1

r rJirrllq:ln:oiiorn'u'h:"arrnrnruo6rdnr:ou'nd (MFE Email cal€way s 120) 'ilu?! I 10

" ^ -:!:1da3t0dq9tnu

l.l :-lJ irqin:oiinsrn:r! ooqd'sdrri! Email careway tl!u Appliun.. doon,,uu

tntr;drril14rr-rflrfi tlo{n-u Spam. Image-spam, Phishing, Zombie llai Virus

r.z qrJn:aii:rrrrJq'rior-nr:rq rcdin'r: H.d"ning ntrol#in'rrrJnon6'u1lnr: rrrutiu

Email Gateway

r.: ff rlrafr nr'nlr1unr:or:roiraurh'ld'hifoon'Jr Is,ooo vessages,4lour

t.l :;urdorfi Ltcense tntonr:er:rlil6rud spu.,virus rtdlril Image Anaty"i" ldhlioonir

100 users

1.5 drrrrnf rrrutt]lr Domain Key loti stamp :fdni! Email lnq!'![u*o::r1'jr6tld'lddl11

nr:rirrrnwrrdqndr.r6.:1d'otJr.rqndo.r:rrr'.rrir1#{ir1d'irnrrlrilh'irld'fr s-ul

r r n {rir fi udri.r rlr'o r1o.: ri'ur+o{ Enail Faking

t.6 fi:;unrrqlunrflol durloXaitlro (nataI-oss prevention) lnsarlrtodrnunnr:

rlorriudoXoerrlr.r'ov'lrrorrloiirruoarnaoirrl tdu pcl, sox,HIpee,cr-g,A. tfl !du

:l,n'rarrr:ndrrr",iol'hlld'nrorcrtornr:1i'{lnrintor{onrrrsirr'l(weightea

Dictionary) nr!nrr! giornr:'ld



1.7 dr!rt6rulrffl5!!dlnol{Llilsrnon rrs, salME uor openpcpldriuodr{rio0

t.a qoreufidtrn r:t1orfluu,r;cl: :liunr:unqn rlnrruson prevennonr n-reiotJfi

1.8.1 Denial-of-Service(DoS)

1.8.2 Dire€tory Haryest Attack (DHA)

1.8.3 Buffer Overflow

1.8.4 Unauthorizedaccess

t.e fi qoral:iFdrunr:n:rr6'r Spam, Image Spam, phishing, Zombie ri'li'

t.9.1 n r:n: :riunu udo r:orirnr:n: ;oirriruir'n-rcio blfi'riluoti r rrioo

1.9.1.I ReverseDNslookup

t.9.1.2 Behavioranalysis

1.9.1.3 R€al-time Black List (RBL)

1.9.1.4 URL Fillering md Decoding

1.9.1.5 BayesianFilt€ring

1.9.1.6 Body hash ltas Fuzzy hash

1.9.1.'1 Whitelist llas Blacklist

1.9.1.8 FmailHeaderAnalysis

1.9.1.9 Sender ID (SlD)

1 .9- L I 0 Anomaly Detection Engine (ADE)

1.9-2 anllrinnirn!'u spu* fi rlriir6uii'ldm'rrrrdrttoclroonuiouri'u

1.9.3 fi!rurlo{ofi :-!n:?!i'tlu 6i{firlrlo.rspu-ro".,iSrudoryad'rlnr:!! jn:E!ru

10r zornbie aEfi I]11do{dlun1:er:x!6! Phishing lnaqrln:niarrr:o1{

gruiio{nrx6i1fi l1,lnr:o:?ndo!6rud'lel[|]i! Real-time

tr,1.9-4 ru0flr rnfl! fll|llx fl ]rJ r: nld onnnnr: rirJ6rr,i'ldori r rrioon'rdo!ll1fi

t.s.+.t rfirldonrr!fr subjecr ro.iSrudrio!!ed{eiohki.r{ir 1us.rs)

1.9.4.2 !n-lJ Fi€ld a{lu Header ror6rudriouo:ti.rciolifl'rdi! (u"".'l

t.g.+.: nu6rrd

1.e.4.a finrfr 1J6rud (Quarantine)

Lc.a.s .ittio6rud rlorwarar [rJflrfrfrrfru rdor

r.e.4.6 ui'{!601,] Noriry) n r.rd ru d'l:Jrl-.r {q ua:: r u

1.9.5 i40ldrrlt-61untri1 Email connecnon control tnionruqlrJiltuto tconnection

rrnunci.rfi fi rlrai6nr:ri!dl[ !lrdr{rlJr'1u53!!1!rJirro4rfi orJ:nn-



1.9.6 iqoldlJfsilxnr:nt, ii'! Email Traffic fifin-nuarlfin no- (rmait anornaty

Detection) Iqun'r:6nnrll (monitorr {rir, ,iru tu emart firir. lrlii Anachment un;

rirnrra6o-du1 fi fi nq6n::!d'oiairi'uIsi,ar!r:nn'urfi ! s.utt r rirfilltlusr-r
I ta 

"q!n: rr1o!rrJrnt1!ctoll IuRrrJfi a,t

1.9.7 6ntJr:onr:Frr'rnl'unurll'ldrruo-nllrY6lnuhj,irrfludo.rrJilrLei.: spam Engine

uu6'.rq n:oi rrar:o r:-rlun:oifirllddorn ndiu!.rirrir spam rnsrn€ to uruu

Manual

Lq.8 iEfl {r!fel-lunr: a1 :tun r:to r6rridrfir odll qu"-"ri". 1ro:{lduci.r nu ln0
i. , i.

ar lONAfllU lU lll4llJ9l ItJl )n rMn lfiun la! 1n1 4 'U r 11] llitolnlu ln lou tlJ

6'0{1+ software t!ae Hardw"re rdrr6r:riioli'{ldarrlr:n!i r:6'nn1:6urddqn

lfl1] l]lU Quamntine 10191Jlol ln

1.9.9 40rd r-ein'r:di:trnr:ror6trdfirffr-roJhQuaranrinetoidlddrrlrtndrrunl#

rflo n r:1{r rurnn t {ldl r.rnu fiiou r rniirild

t.9.t0 ffqu.ruf6lunrtn:rr,i'u rmage spam "ld'

1.9.11 d'rxJ'r:o[!dq{rilRvt!1.]u (score) dl futrslri!aurl!lurtsiac6'anoin'lildhnr:

o:rraotroi6r!a'rroincntindrunrr cuI 1d

1.9.12 dlxJl:on:-r!!':rnud'h;0i 1sar ldl,l nllIlfl @onographic inage, sexually

offensive images r dodlu6uri tSoo{lu'h'{dLLur,t o r6Ll#ld

t. t o 4orerrior'drrnrrn:rri'r'hia
1.10.1 fiq dll filunrrir virus ourbreak Defena". tdotlorfirorrin:rrnnrflt{jtsuln

rs rlrialurjr fi6rhjfi signarure 1un r:nr- roo'u lnod tnt: ri'lrfruirlduuu

Dynamic (Dynamic Quaruntin") lna6ru{do.ra.rdo'irrvfih:-agrJrrullrrhrqnrir

rff rl iludrqrln:oilnurinlul'6run irrrfi s,gnrru..,i rniunr roir'l r:'aurti td

1.10.2 arrr:o n rr r fir'hiafi lrfll6 urei'ldri.r rldrr ro s ri r o o nnr goxJ ii!
t.to.: :o.rirnr:ldur:;ulrq:rrnor'hid (.qn*vi.us angine; 16'6n t :vu16'11

or rnn ru'orfi rn rrrtarr r: o h nr:q : r r il6 ru d'hia

Lt0.4 ruto"r , onr'hr-a arr r:ora'on6'nn rr n'r6rrri'ldoti'rrioud rcio}1fi'

. Clean virus

. or6ud

o rinr6r6urd (euarantine)

o ri rcio6ni rro*arat tJ0 r{irfio,rio:

. liqer'ou (Noiify) rlr6rr ri'bJ o'r {qr ra rv u u



L10.5 flrrtrolitnr:o'trrilnon signutro" ldIn o o"n ftl rior'

r.t t qorarfi6drunrrnrrqra-num;ror6rua'd:-rti.r

l.l l. t d]u t:o'itfi'nlfinro.rt{rid ntlt:oil rir tFrte Type }, { tn-oru tn!o r6Nd Gi.it
pmail size), cini':-rdonrrufihjurr ualrio'lu'aonn #o rfilu luurur o r olrin:d

otill6r!dlnuo:rl it'uldrfwrriruayrroonrnlorfil

t.t t.z rolilnrrl#ltudrli'l Loap rras nctivc oirecrory rrirroer: rleou6rlii{:-l.irio{
oi.ttiohj|csatlr:orjr croup n'tn LDAP ||or Active Dircctory !]ldlun1rd3t.t

Policy hntrqrxni]J

t.tz 4ararffidrunr:litr:i'nnr:
Ltz.t :0.:r-rnr:ti.r Syslog lJo-.r:;lr-t syslog Serv€r riio:st Ccntntized Log

Managem€nt llaydMton.r g--nit rri'.rr6ou16'

t.12.2 aru:olirr:r-onr:q n:oilitu wna u"ed Managenenr(HTTps) !!ar command

Line(Console, SSH)ld

L12.3 fiti!! Dashboard drtanr.rdornrrll neat-ri." ls0at!rrn!lan! ?ttotd r]o,d

rli!rubiar!d, ilr 6ruiifiqnrffI tqua.anrincr. rJilrornrrldcru, vemory,

Disk uasdo'1u!1or Servi"" ldlfl !odrlrios

1.12.4 its!!dir'rrtr.ru (neport) ruri'rqrln:oiron r!nsdurr:0di'r.r5rurt'r1!Ltuu

ii'nlurY6lniu uoaaru:ndr'hJo-r{qun:rrr'ld Inudrrr:orLdnrrro.ru'ld
-.u,.,u'dotn0 lil! lnt!!outtll0d

Lt2.4.I6t! tud ! t!di'lrifl

1.12.4.2i;!ru6t!dxtldrudiiilJ1 6fl dlroon

l.12.4.3Top Spam S€nder, Top Spam Receiver tlds Top Vims Signatur€

t. t z-n.+ arrr:ouaor{oXarluurruilr, :rsd nr{,:ru16o} uos:ruil16

1.12-5 er'r!rrnnr'rndoranruclo{61!d'irinrrri.roonornci':lqrJnroiudr xioqni'nrFr

ll1tuq'lar|nt

r. r: iqora!rj61unr:r4rxirfflfl! webnail Protecrion rlil.r Microsoft outlook web Aucass,

iNotesld'
i.

1.14 tEtUfrdtlduonltio:ogjlu:vd'r quaarant Leader 1rr S€cure E-Mail cateways cartner iJ

zoto rflrotirrrioz

t.ts {rauo: rn rdo rldiun r: ueird:otjr!rfl!flr.inrrirn!i!-fl{,raqq nrfli :'ori'l1o.i
,J

dafr Ror.l,1 lodql.rLtr1l.tu

z rJ:-ril]rrurJq-:i6nrrqi n:airlorrirwuurniodt0 oSG-l 000) 6r!1! I 10



2.1 Upgnde Finnware Qdn:siFire Wall ,ituxu tx .t0 (rSG-l0OO)

z.z firauorrnrdos'ld:'lnr:i:.r:o.mrnliu'rfina-nL?riu{dlfiunr:rJflrJt-.r Finnwar€ 1#

rrrinora"u loorlLeuorrnrcio.rrirronarrir:omrndr6nrrdul#nar;n:r!n1:n-nrrol.l

LXt 11.ld1l.rJn.l

rJirir:;rrrJql"6nr:qr.Jn:qiioifru:;11!rniod'tu (ssc-550) irull.t 2 1n

3.1 Upsrade Firmwar€ q n:oir;re wart 6ruru Iri?B (SSG-550)

:.2 {rar.ro:rnrdor'ldilnr:ir:orrrnliu'nfu6n1#rflu{riruirnr:rJirr.lqr pi'-*u," }?
!urirsrli'u lq0riraro:rnrdordrronar::-r:o.rrrnfidFnlrra!1#ncusnr:!nrlinr:0r'r

lll1ll tl U.tO.l

dr;'rinurqrJnrairfirrrrlnrr0irsul]rni0riru (L3000)i tr?u I 10

,t.t or:ru$nqin:ai rogg"r,iuru I rdxu (L3000)

4.2 iu Configure File b?:"r r-ogto.r q:Jn:oi luniper NeC

.t.: {rnlo:rnroio r ldfi-r n r: ir r o rn r n liu"m {nierli?rfl u firi r uil nr: ri r q.r:-nr rq rJ n 
'- 

nirH r
l.rqnr:ni:rnrrnioriro 1L3000)1#rtltri uraiu lno{rauorrnrd'o.rrirLonarr:-r:oinrn

A .r - . - J
4danu1dl.rlllfr snrr!nr5 !1ial1[u?1101]cno.t

ryor'{rirLrflrlnrryolhidrui!anrt,tf,nsr t fl :runcrdsn :cnordro

s.t fil:un:rl:cLttJq-rin-nrrtt:-trl.licrosottwindowsUpsrade6{dr!r:nrJirrJ1.rjuffl,#

ll (upgraae) ldrflujlrir4nlorn:ornqrnrr upg*a" l{ .r r u ld'lririoun'Jr r fl
5-2 fil :ttn:!:e r'rlrdrfnrruu!u M;c.osoft windows office {rarrlriorJirrJqrj!fr1{

lru (upgrade) ldrfl uilrir4nlnonronnqrnr: upg.ua" l{rruld"hifiotrnir t fl

s.: fiirirr'nr:ldunlnfo{Qnrj'rs (clientAccess r-icense) druir Exchange server, share

Point Server, SMs seiver ttns windows Server lountorlnq!nl: Upgradc l{ uldlrir?oa

nl] I 1l

s.a iduT ua-rfirt-n'rar.roo:dorn:ornqrhjrio0n'ir 350 {1#{ru
, &.ra -

{reuo:rnrdor'leifrnr:ud rd'r.ltirirri'lLrrdrrriootjrlfl urr.:nr:rrn{na'n l :rrn:l

nio6'lrru'irr ru nrnnr:f, nur lquhlfirauorrnrdrrsner:nr:usirdrul#

nurn:r!nr:fi rr:slr'lui!duqo.l


